Cyber Maturity-by-Design

Enabling resilient NIS2-ready OT operations

NIS2 raises the bar for critical infrastructure operators. Resilience, operational
continuity, and management accountability are no longer optional.

In OT environments, cybersecurity decisions directly impact:
= QOperational availability.

® Personnel and asset safety.

®  Business continuity.

Traditional checklist-driven compliance approaches are difficult to sustain in
24/7 industrial operations.

Bridging NIS2 requirements: Siemens Gamesa Cyber Maturity-by-Design
Traditional compliance approaches fail to address the realities of continuous
industrial operations. Cyber Maturity-by-Design is Siemens Gamesa’s OT
cybersecurity commercial framework providing a practical, OT-driven approach
that bridges regulatory expectations with operational needs. It enables
organizations to progressively evolve their cybersecurity maturity and achieve
NIS2 readiness without disrupting critical operations.

It is not a certification or compliance scheme. Instead it is a practical
framework designed to align regulatory requirements with real-world
operational constraints in OT environments.
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The four operational pillars to support NIS2:

Awareness-by-Design Secure-by-Design

Understand operational cyber risk through OT-focused Implement secure-by-default OT architectures without
assessments and advisory services. disrupting operations.
m Cybersecurity Assessment. Identity Access Management (IAM).
m  Asset Management. Remote Interactive Access (RIA).
= Vulnerability Reporting. Secure Remote Access (SRA).
Logging.
Network Security (firewalls, segmentation).
Backup.

Resilience-by-Design Recovery-by-Design

Detect, isolate, and continue operating under cyber Controlled and proven recovery for OT operations.
incident conditions. ®m Backup & Restore.

= Network Security (monitoring & containment). = Disaster Recovery.

m Advanced Endpoint Protection (AEPP).

= Vulnerability & Patch Management.

Customer value

= Reduced risk of outages, financial loss, and reputational exposure.
= Prioritized cybersecurity investments based on operational impact.
= |mproved operational resilience across OT environments.

From regulatory compliance... to operational resilience in OT
Cyber Maturity-by-Design does not replace NIS2 compliance or formal audits — it makes them operationally achievable and
sustainable in OT environments.

Cybersecurity is a journey, Siemens Gamesa brings:

OT expertise From complexity @ Resilience across
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